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 EXECUTIVE SUMMARY

The commitment to so-called smart cities is currently one of the major commitments to technological innovation in the public sector, especially in the local sphere.  These types of initiatives aim to address challenges to sustainability in the urban context, through the advanced use of information and communication technologies, to optimise resources and, ultimately, a more efficient and effective provision of services. From the open data perspective that is created by these types of projects, a legal analysis has special importance due to the unique characteristic features and specific difficulties presented, as this report will analyse. It is particularly important to provide legal safety for investments and efforts being made by both local governments and service providers and, in general, the involvement of civil society in this field.
For this we must initially focus on examining the specifics of the framework of actors and services provided, to be able to ensure overall that the main distinguishing feature is their diversity and heterogeneity. In fact, on one hand, it is warned that numerous interests at play that may even come to be contradictory, and therefore, create conflict with an undeniable legal dimension, would make opening up data difficult - when it would not directly impede - with the aim of re-using it, be it by companies for commercial purposes or different social agents for other purposes.
Furthermore, on the other hand, the plurality of activities and services involved also defines the diversity of applicable legal regulations, initially approved with diverse aims - E-Government, data protection, access and re-use of public sector information- and not always suitably aligned to achieve the desired objectives for smart city initiatives.  It is an aspect that poses an added difficulty when making a realistic, effective and efficient approach in regards to open data, especially from the perspective of re-users. All of this, also, in a context where the main role of information and communication technologies requires an additional effort in regards to interoperability; a concept that has other dimensions beyond just technology and that has to include a legal perspective.
Taking these premises into account, the role of local government when carrying out the project becomes particularly important when facing legal challenges inherent in smart cities. Beyond driving policy reforms that depend on their scope of powers, it is even more important that a management model based on the foundation of Open Government is promoted, using skills that are legally assigned and legal instruments available, in order to competently tackle the difficulties and challenges that the applicable regulatory framework may pose.

In this way, open data in smart cities requires a set of unavoidable premises in order to, according to legal requirements, be able to re-use the data created. Specifically,
· a new document management model has to be developed that, beyond the simple commitment of using electronic means, overcomes rigidities and formalities that have traditionally driven regulation on government action;
· the challenge to protect citizens’ personal data should be tackled adapting legal safeguards to the unique processing proposed in the current state of technological evolution;
· public contracting has to be configured as a project management instrument and not as a mere formality, limited and rigid, in order to find providers of goods and services; 
· and, finally, it is essential that the project management model is adapted to Open Government approaches so that, in this way, it reinforces its democratic and integratory aspect before a potential dynamic of fragmentation and disintegration of diversity and the complexity linked to these types of initiatives. 

1. LAW, A TOOL TO SERVE SMART CITIES

In recent times many initiatives and projects have been strongly driven at a local level that, from technological innovation criteria, try to deal with important social challenges from a digital transformation perspective. From these premises, smart cities are based, on one hand, on the inevitable technological modernisation in the administrative management of different local services and, on the other hand, on the essential transformation that the foundation of Open government requires from the intensive use of information and communication technologies. Taking into account this double requirement, smart cities have to undertake an unequivocal commitment to transparency through innovation. Specifically, from our current focus, it is a priority that information created at the time of providing diverse services, be it by Public Administration or by private bodies, is made available according to open data standards. Ultimately, the aim would be, on one hand, for the data created to be able to be re-used in order to provide value added services and, on the other hand, that this process could result in the improvement of the services the smart city project supports.

One of the vital instruments in tackling this challenge is the law, which has a critical role as it has to offer essential conditions so that the technological innovation in these types of initiatives is fully compatible with the integrity of the legal safeguards and, especially, with the full respect of citizens’ rights. Furthermore, a suitable regulatory framework - and some interpretive guidelines in accordance with the social reality to be enforced at that time - become a highly important tool when guaranteeing certain elemental conditions of legal safety which enable the activity of the infomediary sector, both by what is referred to as business activity as well as social and political initiatives that can indicate the re-use of information. Ultimately, it is necessary to address a proactive analysis of the regulatory context of smart cities with the aim of identifying any legal inhibitors that may exist and, where appropriate, propose suitable responses to try and deal with them.

Therefore, it is essential to overcome the traditional perspective on law as an obstacle that tends to stop technological innovation and, therefore, making the success of smart cities projects difficult. Similarly, shortcomings in the legal framework currently in force need to be addressed from a new perspective. Specifically, the adoption of a proactive, transversal, comprehensive and open perspective, that helps to avoid legislative limitations that may be found in local governments who have to choose a truly alternative management model for information and services supported by the project.

For this, from a legal perspective it is crucial to offer interpretative criteria aimed at local authorities being able to integrate efficient legal solutions adapted to the distinctive features of smart cities. In this sense, it is especially important that local leadership does not perceive law as a mere limitation but, the opposite, actively uses it for authorities and tools that are legally attributed - ultimately, exercising their powers- to be used for the most effective delivery of the project. Specifically, beyond the capacity to adopt unilateral decisions through relevant administrative acts if it is necessary, in the area of public contracting there is a long path to go down that would allow a suitable response to possible shortcomings and failing regulations. 

From these key points, the following sections contain an analysis of the scope, possibilities and, similarly, the difficulties and challenges that the applicable regulatory framework to smart cities raises from the perspective of re-using the information created. Ultimately, beyond the simple interpretation of current regulations, it is necessary to contribute to the legal debate already underway providing proposals that, from a proactive focus, may be useful and of practical interest to the diverse actors involved and, particularly for local authorities, when decisively promoting the opening up of data in these types of projects and initiatives with the aim of eventually re-using the data.


















2. THE SUBJECTIVE ELEMENT: THE DIVERSITY OF ACTORS
[bookmark: _gjdgxs]
Aside from the diversity of definitions that we could find on what a smart city should be and the efforts to standardise this reality, it is more useful practically to specify what the main features are in these types of initiatives, as ultimately it is these that will determine the applicable regulations and, especially, the legal relations established between the diverse actors involved. Furthermore, although not exclusively as that would give an incomplete perspective, we will focus on analysing the implications of the technological element, as it is perhaps the transversal element that marks the main distinguishing feature in smart environments.
It must first be noted that these types of projects are usually inspired by a management model based on sustainability and the efficient use of available resources, especially in regards to protecting the environment, mobility and, overall, local services. And, explicitly, the consequence of this aim determines that it will need to be based on the intensive use of information and communication technologies. More specifically, from this perspective, it is essential for any type of project in this area to promote an advanced analysis model and intensive exploitation of the information created and, specifically, data associated to the public services, spaces and infrastructure provided and used.
The local government, therefore, becomes the key player whose main powers are to coordinate the smart city projects, particularly in regards to the public services provided and, similarly, to the use of public goods and infrastructures. But alongside the local government, diverse actors coordinate and are also called upon to play an important role:

· local government agencies and staff, responsible for using their powers and, ultimately, executing their activity.
· private bodies that, through the appropriate contract, are in charge of providing public services when the local government cannot directly do so or, where appropriate, through an instrumental body under their control and management.
· companies responsible for the development of applications and information systems used to provide services, except in those cases where it is the government staff who are responsible for this.
· bodies who manage the telecommunications networks through which the information is communicated and the services are managed, which will normally be private companies although at certain times, will be the local government itself and, where appropriate, operates them.
· the interconnected objects and sensors that, automatically and uninterrupted, provide countless data with a potential interest for an improved and more efficient provision of services and use of public resources, all this sustained by what has come to be called the Internet of Things.
· the recipients of services, whose data will be included in the information systems, either from the private body or from third party service providers.
· infomediaries or re-users, who through the development of software applications offer value added services, free or not, using data created during the smart city project.

From this plurality of parties involved in the scenarios of smart cities it is understood that, from the perspective of accessing information and open data, the main risk is in the diversity of interests as they could oppose each other. In fact, it is worth considering that the entities providing services may not be prepared to open up the data they manage, as they may assume that other similar competing companies would like the important information. Similarly, from the perspective of the users is it understandable that there is reticence in using the information linked to their activity, especially if suitable measures are not taken to disassociate their details. In short, the telecommunications companies may believe that it is better for them to keep the exclusive control of their clients’ data, even with their prior consent, to offer them personalised value added services.
We find, therefore, given different and even fragmentary interests that only the local government, as project manager, can renew the vital unity in order to meet the needs in a context of technological innovation. Especially if we take into account that the information added and continually updated is essential not just in terms of the model’s efficiency and effectiveness, but especially and what interests us, is based on offering a suitable ecosystem to enable the opening up of data with the aim of re-using it by third parties. It therefore corresponds to the government to adopt a complete perspective that, ultimately, may involve exercising unilateral powers and responsibilities that are legally attributed, but have to be implemented mainly using a management model based on Open Government standards: transparency, participation and collaboration.








3. THE OBJECTIVE ELEMENT: THE PLURALITY OF SERVICES INVOLVED IN A TECHNOLOGICAL CONTEXT
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As noted, the numerous actors means an added complexity in accessing the data that each one of them creates and, what is most relevant from our point of view, for designing and applying the regulatory framework as a result of implementing smart cities. But, also, a large part of parties involved carry out a different activity which includes providing services, services subject to a different legal regime that, for our current purpose, is not always found in isolation to the needs and unique features of a smart city. Furthermore, the intense presence of technology in this context means an additional challenge in terms of law. As along with the diverse regulations, it is necessary to also align this element to ensure that the information created by all parties involved can be made available to meet the demands of open data. In other words, automatically legible according to technical, semantic, organisational and legal interoperability criteria. From these parameters we see which services these are and what the legal implications are.
1. Firstly, smart cities require the prior existence of services with access to communication networks, both in infrastructures directly or indirectly public as well as, as often happens, private providers who offer the service. In this regard it is necessary to note that the local government would lack authority in terms of beyond the relevant permissions in the use of public spaces for facilities and construction. Therefore, it would be hard to have the legal power to impose obligations on them in terms of giving information on providing such services; except for services provided by the government itself, as happens with the expansion of Wi-Fi networks that, with some intensity over recent years, are being offered, for free at times, thanks to the local push in many public offices, on public transport and in open urban spaces.
2. Secondly, from a more substantive viewpoint, in the background of smart cities projects we find a plurality of heterogeneous services. On one hand, private services come together, at times coming from liberalised sectors, as can occur with energy supply, which leads to - at least potentially- a plurality of private providers offering this service and, therefore, the data that they can offer is necessarily fragmented inasmuch as only a part of the population located in a certain area is affected, which could become a problem from the perspective of the added value of the data.
3. However, the same does not occur in regards to public services owned by the government, which is the case of drinking water supply, public street lighting and, among others, public passenger transportation. In fact, at times it will be the government itself who provides these services through one of the direct ways referred to in the legislation on local government, in a way that the capacity to control and decide on behalf of the local government is guaranteed. On the other hand, when an indirect management model is chosen through a private body it should be pointed out that the City Council maintains ownership of the service and, therefore, control in legal terms. For this, on having powers reserved in a strict legal sense, necessary measures could be included in the contract - and, even, following the formalisation - to ensure availability of data created at the time of providing the services with the aim of being re-used by third parties.

4. Beyond the activities that are formally set out as public government services in a strict sense, the previous points reinforce why we refer to data that can be created in terms of public services which does not have such consideration and also why in terms of the use of public goods: both assumptions would be linked to the activity carried out by the local government and, therefore, it would be the government itself who would ensure control over managing the information created.





4. THE SCOPE OF REGULATORY FRAMEWORK APPLICABLE TO SMART CITIES FROM THE PERSPECTIVE OF OPEN DATA

The focuses and aims in establishing and justifying smart city projects can vary, which leads us to an undeniable multiplicity of applicable legal standards. That said, from the perspective of open data being created with the aim of being re-used, the focus should be on certain legal provisions that have a reduplicated importance as, ultimately, they are going to help or, to the contrary, make access difficult with the aim of being re-used by third parties.
4.1. Regulations on E-Government
Following the 2015 reform, the use of electronic means has become - at least in theory - the main information management tool by Spanish government as paper is no longer used except for exceptional cases. Therefore, there is no obstacle so that data created at the time of document management can be accessed immediately and automatically where actions and processes are made, always fully respecting the requirements in terms of the protection of personal data.
	So, although there is an inexcusable premise, the truth is that it is not enough that the information is in digital format but that, also, standards must be respected to enable their re-use, which without a doubt is an additional obstacle. However, it should be noted that the existence of technical regulations for interoperability, under the legal framework on e-government, have been in place since 2010. Also, in the development of the National Interoperability Framework of Spain, some specific provisions have been approved in terms of re-use, in such a way that their implementation is compulsory in the technological modernisation process of local governments, both if it is for their own computer developments or exterior, in this case though the appropriate contract in which this requirement should appear in the clause.
	However, the legal regulation on the use of electronic means in the public sector has an important limitation in the context of smart cities. In fact, as previously mentioned, the role of private bodies is highly notable in these types of initiative. Although, the provisions previously referred to do not mean implementing themselves as their scope of implementation is limited to the public sector. Therefore, it is highly important that, when dealing with public services, it includes the obligatory adoption of electronic means by contractual basis on the activity carried out and especially, the incorporation of the technical standards in terms of re-using data. However, when there is no legal relation between the local government and private actors the plan has to differ, in this case based on collaborative schemes or, where appropriate, sponsored by promotional techniques and other measures inspired by Open Government to encourage not only the accessibility/transfer of data but also their processing by third parties according to the technical requirements previously mentioned.
[bookmark: _30j0zll]4.2. Legal provisions on transparency and access to public sector information
The possibility of re-using data held by the public sector raises an essential requirement to be able to access the data itself. In this sense, since 2013 Spain has had a regulation that specifically takes into account both the spread of information through electronic means and, similarly, the possibility of formalising a request so that, before processing the corresponding administrative process, the required data can be accessed. However, this legislation raises a series of difficulties as such, which is why is it is necessary to analyse their scope with the aim of outlining up to what point they are mere difficulties that could be resolved through interpretative means or, on the other hand, there are insurmountable obstacles or that, at least there would be other types of solutions.
Firstly, it is necessary to note that the subjective scope of regulation on transparency and access to information only reaches public bodies or that, where appropriate, are linked to the public sector. However, those who provide public services are also affected by legal regulations, although in a unique way that, ultimately, can become a legal inhibitor for the purposes of re-using information. Specifically, physical or legal persons that provide a public service - and in general public sector contractors- are not obligated to provide information directly to other private subjects, as happens with re-using agents. On the other hand, any request for information that may be implemented will have to be channelled through the owner of the service, without including any of the legal references to electronic means or to the interoperability conditions.
Therefore, apart from these regulatory provisions, it is hard to assume that the mentioned private parties have a greater interest in offering direct and automatic access to their own information systems, which again forces to call attention to the importance of fixed contractual obligations. In this regard, a natural resistance may even arise in the opening up of data in that other companies with potentially conflicting interests could benefit, as is the case of possible competitors in the market. For this it is highly important to set out what data can be considered as part of the activity included in providing the public service and which, on the other hand, can be understood as created by the business know-how of the body carrying out the activity. Despite the difficulty that in many cases this distinction will involve as much as specific proposals are intended to be applied, it is certain that in the end only those of the first group could be subject to a contractual obligation made available to third parties.
Another difficulty arising from the application of regulations on transparency and access is in the wide number of issues which limit access, in a way that when there is a prejudice for legal goods contemplated legally it would not be possible to re-use data. This happens in terms of environmental protection, preventing and sanctioning criminal and administrative actions, administrative monitory and control roles and, without being exhaustive, public safety. That said, on the basis of this significant difficulty, it should be noted that the legislator itself expects that the application of such limits has to be provided and justified according to the aim that justifies the protection. Similarly, taking into account the type of partial access to data that would not be affected by such limitations, which leads us to conclude that their interpretation should be restricted for the purposes of enabling their re-use as long as there are not enough reasons to deny such processing.
4.3. Legal provisions on the re-use of public sector information
What is referred to as specific regulation in this area, are without a doubt called upon to play an essential role in the context of open data in smart cities, the problems related to their limited subject scope appears again, even more intense. In fact, the legislator has not included any reference to legal-private bodies, whose reach has to be duly highlighted to avoid confusion. In other words, not only is a reference to public sector contractors missing, but also to bodies of this nature who are created by public authorities, except foundations and associations.
Beyond this important subjective limitation, it is undeniable that the local government itself can obligate their instrumental entities to undertake a management model and operation suitable for open data standards. In other words, the cited legal inadequacy can be used in a certain way as an inhibitor of this issue if the responsibilities of good governance are undertaken and exercised which any smart city project requires. In fact, for the adjudicating bodies there will always be the possibility of incorporating this obligation by contract as, ultimately, the local government has the powers to resolve this problem. More difficult, without a doubt, is the expansion of these measures to the rest of the private sector. In which case, only promotional measures based on voluntarily opening up information systems fits, respecting legislation demands on the protection of personal data.
	On the other hand, specific legal provisions on re-using public sector information does not take into account a legal obligation requiring access to data in an open and machine legible format, where possible and when appropriate. So, it is not possible to be limited to the mere literal interpretation of this legal regulation, it is crucial to remember that a systematic interpretation with provisions for the legislation on e-government would lead us to the opposite conclusion. In any case, although the effective application of this requirement in some cases will be carried out progressively - for example, when the specifications are renewed or, where appropriate, suitable technological instruments are put in place-, the truth is that local government can go further than strict legal obligation, which also raises an additional requirement.
	In fact, even when the legislator itself has waived its obligation to the public sector of an effective commitment in the long-term maintenance of data access to enable their re-use, the fact remains that this commitment seems unavoidable. On the other hand, there is hardly the required incentive to rely on the collaboration of the private sector and, in particular, on the infomediary parties and society overall. It is not about confining the problem to a reactive focus from the parameters of the local government’s responsibility, as in that case it would adopt a perspective that would be too restrictive and distorted for legal tools. On the contrary, once again, the effective improvement of legal provisions can only be considered from a global and proactive perspective for the project, that is, trusting the transforming potential that the smart city can bring. This is, as we will analyse later, as long as a specific governing model is adopted.
4.4. Legislation on the protection of personal data
It is undeniable that the key actor when we refer to information created in smart city projects is the user of the services. Therefore, any implementation of innovative management that intends to be addressed should take into account in what way it incites their rights, in particular in the protection of personal data, as it is a fundamental right guaranteed at the highest constitutional level. Also, the very dynamic of information flows created in the context of smart cites involves, at least initially, a greater invasive potential in regards to this right, as it is characterised by interconnections among diverse actors and, additionally, the possibility of using the information for different aims than initially justified for their collection.  This has a special significance if we take into account that, as a general rule, governments do not require consent from holders of data when they collect data for exercising their own powers.
Both treatments of data directly affect concepts and guarantees essential for the effectiveness of this fundamental right. In fact, when referring to widespread interconnections among diverse parties we do not find ourselves before simple data transfers but, the opposite, they are characterised by being large and automatic, in a way that the classic guarantees of legal consent or authorisation are insufficient and need to be reconfigured. On the other hand, the integration of diverse services in smart city environments and the need of horizontal and non-vertical management models - that go beyond the scope of each service considered individually - directly affect the data quality principle, according to which are used for other aims incompatible with those that justified the data collection. This last issue is made worse if we take into account that, in the scope of administrative activity, citizen’s consent is not required and, therefore, the initial legal authorisation to use them could justify handing them over to other parties without a specific consent; which means a significant problem in the area of smart cities due to the model which previous sections have outlined.
Therefore, the need to rely on their consent to handle information linked to physical persons can become a definite difficulty that impedes not only the access to information but, above all, the re-use of it by third parties, unless there is a decoupling process that conforms with the technical and legal requirements established by the competing authority at a national level, the Spanish Data Protection Agency, as well as guidelines posed at a European level by the Article 29 Working Party created by the Directive 95/46 on the protection of personal data. Specifically, these guidelines are of great practical importance if we take into account that the Group is established as an independent advisory body integrated by Data Protection Authorities of all member states, the European Data Protection Supervisor and the European Commission, whose most important functions are to set recommendations on any issue relating to data protection in the European Union.

 
5. NECESSARY PARADIGM SHIFTS TO DRIVE OPEN DATA IN SMART CITY PROJECTS: THE NEED OF LEGAL INSTRUMENTS
Beyond the simple analysis of the applicable regulatory framework to smart cities, effectively overcoming legal difficulties and, ultimately, the commitment to a legal environment that enables their promotion, certain paradigm shifts need to be addressed in the role that the law is called upon to play from the key elements of technological innovation.
5.1. The necessary reconfiguration of document management: from documents and files into data
The use of electronic means in the activity carried out by government and, specifically, local governments has to overcome a model based substantially on documents and files, without a doubt highly affected by the indisputable -and largely necessary- importance of government action and procedures in the traditional legal regime of government activity.  So, even when their widespread formalisation cannot be waived from the legal perspective due to the associated problems, it is certain that the advanced use of technology needs to be supported by a paradigm shift based on data as the main management element.
Only in this way will it be possible to overcome the objective limitations in access and, therefore, the re-use of public sector information to those previously mentioned, as well as enabling the use of partial access in an opening environment according to open data standards, especially in regards to the automisation requirement. Otherwise an analysis process would need to be carried out for each document and file to, case by case, determine what data could be made available to third parties without violating legal safeguards. Furthermore, it is a requirement that obligates a prior and general analysis that ensures, in all cases, the effective compliance of regulations for each information processes that is, without needing to deal with it reactively once a specific access request has been made with the aim to be re-used. 
In this sense, licences are called upon to play an essential role, as they can tackle this challenge that, ultimately, improves the model based on access requests, processing a procedure and consequent resolution; alternative to the latter should occupy a residual position for the especially complex cases.
5.2. Advanced management as a guarantee for effective protection of personal data
The new European Regulation in this field offers a more suitable regulatory framework to face the legal challenges that technological innovation involves, in a way that goes beyond the limited conception of traditional regulations, with undoubtedly more formalised and barely functional approaches. It is an important innovation from the perspective of smart cities, whose environment has to create numerous data transfers among the numerous parties involved and, also, automatic processing. Therefore, this is why it is not feasible that the guarantees are supported by the very mechanisms from another stage of technological development, where prior authorisations played an essential role as previously mentioned. 
In this sense, the very computer developments and information systems of smart cities are called upon to reinforce the guarantee of personal information through protection via their design and by default, which means a highly useful tool for the requirement of disassociating data. 
Furthermore, an effective commitment to creating trust from legal safety should mean that the council responsible for the project make an exhaustive impact evaluation on the personal data affected. 
It is a highly important measure in order to strengthen the trust of users, as smart cities are based on handling mass information that can affect numerous collectives and, therefore, there is a greater risk to their privacy. Therefore, the clear commitment to a greater protection of citizens’ personal data in a transparent and open manner has to become one of the key factors in smart cities, particularly in regards to the opening up of data.
So, these suggestions can only be deployed to their full guarantee potential if they are seen as an essential element of the project, in a way that they are present from its initial conception and design and, later on, are subject to a process of evaluation and continuous review, adapting as such new requirements that arise and, ultimately, risks that could be raised. Furthermore, the effectiveness of such legal safeguards requires the effective compliance of established safety measures and technical regulations in terms of the unique features of computer processes. Finally, reinforced, independent and transparent mechanisms should be established, with the participation of citizens, to check their effective compliance and that such guarantees do not simply remain theoretical.
5.3. Public contracting as a strategic, proactive and dynamic instrument for diverse legal assets
In pursuing the aims previously proposed public contracting is an essential tool whose importance has to be highlighted. That said, it is not simply about adapting existing legislation in terms of the specific needs that smart cities may require, but similarly about addressing a wider approach and all-encompassing the challenges with the commitment from the European Union to divide into batches, taking advantage of the diverse regulatory provisions on innovation in this field. So, the coherence and unity of criteria that any smart city project requires has to be achieved through mechanisms adapted to such demands, which makes the clear commitment to interoperability - in its multiple technical, organisational, semantic and legal dimensions- in managing computer systems critical, which ultimately obligates us to focus on a wider scope requirement. 
Specifically, as the 2014 reform in European regulation on public contracting has highlighted, this has to become a strategic tool for institutional leadership from public powers, in this case local governments. Only from these parameters can the unique feature of the ecosystems in which smart cities operate be dealt with, in which a single company faces, in charge of providing services and making investments, it is necessary to create collaboration dynamics to those that can join not only other companies but also civil society itself with a notable role, which demands a more flexible and open institutional approach.
On the basis of this revised notion of the role that public contracting is called upon to play, its importance should not be underestimated so that local government ensures the effectiveness of legal safeguards. In this regard, as previously highlighted, the contractual instrument has a huge significance when defining what part of the information the services providers create and manage and, overall, the project collaborators have to be offered to third parties according to open standards; without a doubt a necessary formalised specification, where appropriate through the contractual instrument, on behalf of local government who has the final responsibility over the services. 
In the same way, through this the limited subjective scope of legislation on e-government, transparency  and re-using public sector information can be overcome, obligating private parties whenever possible - or, by default, with promotional measures - to comply with the existing requirements in this field. 
Finally, given that legally a written assurance of guarantees is required, the contract becomes the ideal legal instrument to establish conditions and limits in the use of citizens’ personal information, especially in the scenario where the same should be made available to third parties in order to satisfy the needs of services linked to smart cities. Ultimately, an undeniable reality must be accepted: the numerous legal relations established in this type of project and diverse objects of the same that, at times, can even lead to interfere with each other given the multiple legal interests in play. Therefore, the vital cohesion of planning and execution specifically requires a new approach of contract management by public authorities involved in the smart city project and, in a special way, by local government. 
5.4. The necessary adoption of a management model based on the principles of Open Government
In light of the complexity inherent in smart city projects, it is undeniable that they have to be implemented using an open government model structured with a flexible, transparent dialogue, coordinated with the diverse parties involved, in other words, industry, civil society, other public bodies . Otherwise, the foundations can be difficult to lay down so that the opening up of data in this type of initiative may result in success; particularly in regards to the need of data availability for all participating parties independent of their legal nature and, that without a doubt would be more complicated, in accordance with the demands of open data. 
As explained in the previous section, in some cases the city council will be able to impose certain conditions on contractors and their own staff but, however, an active collaboration is also required from these beyond the strict submissions to legal provisions and contractual clauses. 
This premise is still more important in relation to the other parties involved in the project who, apart from the promotional measures and above all economic incentives, ultimately only get involved if there are legal conditions and a suitable management environment.

According to the political-administrative conception of Open Government, three factors are key from which this management model should be implemented in smart city projects: transparency and access to information, participation and collaboration. So, this approach in some way may mean that the local government renounces exercising their powers and, in a more general way, the corresponding institutional leadership, if adopting a role that includes the criteria and points of view from the other parties involved according to the above principles.
Furthermore, it is a general and permanent requirement that must be observed both in the design and the genesis of the project, during its execution and, above all, when periodically reviewing. In this regard, transparency and access to information have to be a part of a central focus, in such a way that apart from the mere opening up of data in order to re-use it, it should also be applied to the main documents, information and data related to the project, beyond the subjective limitations that the legislation suffers from in this area. 
Secondly, participation has to be shown both in a functional manner, through the corresponding processes in producing the main documents and adopting strategic decisions as, similarly, in a structural perspective through creating collegiate advisory bodies that would be responsible for not only participating in the design and main strategical decisions but, above all, in reviewing and updating the project. 
Finally, the collaboration and, specifically, the co-creation of the services have to become, effectively and not purely nominal, a main feature of any smart city project. As only from this proposal can it truly be implicated in society in the search for and development of new services or, where appropriate, in the reconfiguration of some existing services. In any case, this last factor requires a clear commitment to innovation in using contractual tools by local authorities as otherwise, the formalities and procedural requirements could stifle the creativity and commitment from social agents potentially interested in being involved in the task.
	The effective application of governance based on the principles of Open Government has a double importance when referring to those actions that could affect the legal position of citizens in particular. In this sense, it is especially important that transparency and their participation in relation to decisions around privacy policy is reinforced. Specifically, the employment of data related to the provision of services and use of public goods should be taken through a public information process in a formalised administrative ad hoc process, in such a way that can guarantee both the knowledge of strategical decisions proposed and, above all, the effective participation of physical persons affected and representative bodies of the diverse social interests related to the project. 
In the last instance, it is a basic measure that, as well as reinforcing it democratically, allows civil society to be involved in the commitment and responsibility through the success of a strategical initiative for the local government and, by extension, increase trust based on the real fulfilment of legal safeguards.

6. FINAL CONCLUSIONS
The opening up of data linked to a smart city project requires a perspective that incorporates legal criteria from a strategic, proactive transversal, open and technologically advanced perspective. With this, there is an attempt to, ultimately, overcome the limitations that the current regulatory framework involves, overcoming as such rigid interpretations, unnecessary formalities and shortfalls in a perspective based on the overall coherence of the project.
Apart from a simple quantitative and qualitative improvement in providing services, the smart city sets out a medium and long term approach that includes the city as an overall dimension that has to be applied to its management. Given this challenge it is necessary to be aware of the fragmentation of the existing regulatory framework, which is not fully prepared to face the legal challenges of smart cities from classic standards on which the regulations of administrative activity is based on. That is, the exercise of powers and authorities from unilateralism and the own perspective of staff on their service.
Given this reality local government must not wait to push the necessary legal reforms to ensure that smart cities have a legal framework fully adapted to its unique features. On the contrary, they have to tackle the challenge of making adjustments that are feasible for their own framework and, above all, opt for a confident and effective leadership where legal instruments are not seen as a definitive inhibitor to innovation but, on the contrary, as an effective guarantee that serves to integrate all actors in play on the precedence of general interest. 
Otherwise it will be difficult for the information created in the smart city ecosystems to be opened according to a non-fragmented, comprehensive, technologically neutral and completely inter-operable perspective, also from the legal approach. 
Conditions all of which inexcusable so that they can offer value added services based on their re-use according to open data principles.
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